
Resources: OONI Partner Training 2021

OONI Resources

About OONI
● About OONI: https://ooni.org/about/
● Frequently Asked Questions: https://ooni.org/support/faq/
● OONI Glossary: https://ooni.org/support/glossary/

Running OONI Probe
● Install OONI Probe: https://ooni.org/install/
● OONI Probe Mobile User Guide: https://ooni.org/support/ooni-probe-mobile
● OONI Probe Desktop User Guide: https://ooni.org/support/ooni-probe-desktop
● OONI Probe test descriptions: https://ooni.org/nettest/
● Translating OONI Probe: https://www.transifex.com/otf/ooniprobe/
● Potential risks: https://ooni.org/about/risks/
● OONI Data Policy: https://ooni.org/about/data-policy

Using OONI Run
● OONI Run: https://run.ooni.io/ (for custom website testing)
● About OONI Run: https://ooni.org/post/ooni-run/

Updating the lists of tested websites
● Updating the Citizen Lab test lists: https://ooni.org/get-involved/contribute-test-lists
● Netalitica guidelines for test list researchers:

http://netalitica.com/wp-content/uploads/2019/11/Guideline-for-Test-List-Researcher
s-V5.pdf

Exploring OONI data
● OONI Explorer (OONI data): https://explorer.ooni.org/
● About OONI Explorer: https://ooni.org/post/next-generation-ooni-explorer/
● OONI API: https://api.ooni.io/
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Research
● OONI research reports: https://ooni.org/reports/
● Selected research papers on internet censorship: https://censorbib.nymity.ch/

OONI videos
● About OONI: https://www.youtube.com/watch?v=TxS7MGYDzjg
● About OONI (from the IMV2020): https://www.youtube.com/watch?v=SES8PAeQvvs
● Micro-course on Internet Censorship (includes 3 short videos):

https://riesgosdigitales.academiainnovacionpolitica.org/cursos/censura-e-interrupcio
n-de-redes/

● OONI presentation (Chaos Communication Congress):
https://www.youtube.com/watch?v=MkG3WDFC6Tc&t

● OONI highlights from 2020 (short video):
https://www.youtube.com/watch?v=XO1198oxi-o

OONI social media
● OONI Twitter: https://twitter.com/openobservatory
● OONI YouTube: https://www.youtube.com/c/OONIorg
● OONI Facebook: https://www.facebook.com/ooni.org
● OONI Instagram: https://www.instagram.com/openobservatory/
● OONI Mastodon: https://mastodon.social/@ooni

OONI contact
● OONI Slack: https://slack.ooni.org/ (participate in community discussions)
● OONI Team email contacts: https://ooni.org/about/#contact

Other Resources

Other censorship measurement platforms
● Censored Planet: https://censoredplanet.org/
● ICLab: https://iclab.org/

Monitoring internet connectivity shutdowns
● IODA Dashboard: https://ioda.caida.org/ioda/dashboard
● About IODA (demo): https://www.youtube.com/watch?v=2tBzCgjhTP0
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● Google traffic data: https://transparencyreport.google.com/traffic/overview
● CloudFlare Radar data: https://radar.cloudflare.com/
● Tor Metrics: https://metrics.torproject.org/userstats-relay-country.html
● Psiphon Data Engine: https://psix.ca/
● Internet Society Pulse project: https://pulse.internetsociety.org/shutdowns
● Access Now’s #KeepItOn campaign: https://www.accessnow.org/keepiton/

Censorship circumvention tools
● Tor Browser: https://www.torproject.org/download/
● Psiphon: https://psiphon.ca/
● TunnelBear: https://www.tunnelbear.com/

Digital security
● Surveillance Self-Defense Guide: https://ssd.eff.org/
● Security Planner: https://securityplanner.consumerreports.org/
● Digital First Aid Kit: https://digitalfirstaid.org/
● Security in-a-box: https://securityinabox.org/
● Holistic Security Manual: https://holistic-security.tacticaltech.org/
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