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Out of scope

● Censorship on social media platforms

● Internet outages/blackouts/shutdowns

● Takedown requests

● Online trolling

● Self-censorship



Internet censorship

● Censorship on the network level

● Blocking of websites and applications



Who implements internet censorship?









How is internet censorship implemented?

● IP blocking

● DNS tampering

● HTTP blocking (e.g. blockpages)

● SNI based filtering



Server



IP address



TCP/IP

Establishes a connection to an internet service



TCP/IP blocking



URL



Domain name

http://www.example.com/page.html



Domain Name System (DNS)



DNS tampering
Umbrella term used to describe various forms of DNS 
interference, including: 

● DNS hijacking

● DNS spoofing

DNS tampering occurs when, upon performing a DNS Lookup 
for a website, a wrong IP address is returned, preventing you 
from visiting the requested website.
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DNS spoofing
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Hypertext Transfer Protocol (HTTP)



Hypertext Transfer Protocol (HTTP)

Unencrypted transfer or exchange of data 



HTTP blocking

● HTTP request intercepted (and redirected) by 
HTTP transparent proxy (e.g. serving a block page)

● Reset of the connection



Hypertext Transfer Protocol Secure 
(HTTPS)

Encrypted transfer or exchange of data 



Transport Layer Security (TLS)

TLS is an encryption protocol designed to secure internet communications



Server Name Indication (SNI)

SNI is an extension for the TLS protocol, designed to specify the domain name of the website during the 
TLS handshake



SNI based filtering

● Reset connection

● Connection timeout

Investigating TLS blocking in India: 
https://ooni.org/post/2020-tls-blocking-india/



Network measurement is the process of 
measuring certain attributes of a network.



Why measure networks?

● Check/confirm anecdotal reports
● Uncover information controls
● Transparency and oversight
● Collect evidence of information controls



How are networks measured?

● Direct measurement
○ Inside the country (requires volunteers/users)
○ Outside the country (remote scanning)

● Indirect measurement
○ Analysis of telemetry



Tools for measuring internet censorship



Types of questions answered through 
censorship measurement

● Which websites are blocked by my ISP?
● How does the blocking of websites differ across 

networks in my country?
● Are social media apps blocked by my ISP? If so, 

how do they block access?
● Do circumvention tools work in my network?



Questions?


